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Attack Category

e Madlicious Input

Vulnerability Category

e Multibyte Character
+ Buffer Overflow
* Unconditiona

Softwar e Context e String Management
» String Formatting
Location
Description The StringCch____ string functions all take a

*number of characters* parameter, not * number
of bytes*. Failure to specify parameters using
appropriate units can result in buffer overflows.

The StringCch__ and StringCb__ functions

are "safer” replacements for standard string

mani pulation functions. Functions ending in "W"
operate on "wide" 2-byte Unicode characters, while
functions ending in "A" operate on 1-byte ASCI|
characters. Functions without either of these suffixes
are generic and might operate on wide or narrow
characters, depending on compilation settings.

Character and byte counts are different when wide
characters are involved. This can result in problems
when the two types of counts are confused for
functions operating on wide characters. This may
occur with either "W" functions or generic functions.

The"StringCch W" functions take a character
count (e.g., 200 characters = 400 bytes), where the
"StringCh W" functions take a byte count (e.g.,

400 bytes for a 200 character buffer).

In the case where the user mistakenly passesin a
*byte count* instead of a*character count*, the Cch
routines will think they have twice the space that

is actually there. Assume the user is using a 200
character buffer (which is 400 bytesin size). You
want to avoid a situation where the routine thinks it
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has space for 400 wide characters (which would be
800 bytes). Hence, the following call would be bad:
WIDECHAR dest[200];

StringCchCopy/(dest, sizeof (dest), src);

In this case sizeof(dest) returns 400 bytes, which

is passed into the routine, which thinks it now has
400 * characters* (800 bytes) of space. The buffer
will be overrun if srcislarge, thwarting the bounds
checking.

APIs

Function Name Comments

StringCchCatNW

StringCchCatW

StringCchCopyNW

StringCchCopyW

StringCchGetswW
StringCchPrintfW

StringCchV PrintfwW

Method of Attack

By passing long multibyte strings, an attacker could
cause a buffer overflow.

Exception Criteria

Solutions

Solution Solution Solution
Applicability |Description Efficacy

When Fix this Effectiveif
any of the problem by done correctly.
StringCch either using

or StringCh__ W
StringCch Weplacement
functionsis function with
called. the byte size
parameter or
by carefully
ensuring NOT
to use smply
sizeof (buffer)
for size
computation.

A more genera
computation
istouse

sizeof (buffer)/
sizeof (buffer[Q])
as the "count"
computation.
Thisworks

for locally
allocated
buffers.
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For buffers
alocated on
the heap, use
asymbolic
constant for
the number

of characters
both when
alocating the
buffer and when
manipulating it.

Signature Details

Examples of Incorrect Code

Any of the indicated functionsis called.

const DWORD BUFBYTES= 14;
TCHAR buf 1[ BUFBYTES/

si zeof (TCHAR) | ;

LPTSTR buf2 =

(LPTSTR) mal | oc( BUFBYTES) ;

/! Local buffer - sinple use

of sizeof() is wong for wde
characters

if (FAILED( StringCchCopy(bufl,

si zeof (buf1), TEXT("Words")))) { /
* handle error */ }

/! Buffer on heap - use of buffer
size in bytes is wong for w de
characters

if (FAILEDX StringCchCopy(buf2,
BUFBYTES, TEXT("Words")))) { /*
handl e error */ }

Examples of Corrected Code

const DWORD BUFCHARS = 7;

TCHAR buf 1[ BUFCHARS] ;

LPTSTR buf 2 =

(LPTSTR) mal | oc( BUFCHARS* si zeof ( TCHA

/1l Local buffer - can conpute

buf fer size

if (FAILED( StringCchCopy(bufl,

si zeof (buf 1)/ si zeof (buf 1[ 0] ),
TEXT("Words")))) { /* handle error
* [ }

/! Buffer on heap - nust know
buf fer size

if (FAILED( StringCchCopy(buf?2,
BUFCHARS, TEXT("Words")))) { /*
handl e error */ }

R));

Sour ce References e http://msdn.microsoft.com/library/
default.asp?url=/library/en-us/winui/
winui/windowsuserinterface/resources/
strings/stringreference/stringfunctions/
stringcchcatn.asp?
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e http://msdn.microsoft.com/library/
default.asp?url=/library/en-us/winui/winui/
windowsuserinterface/resources/strings/

stringreference/stringfunctions/stringcchcat.asp

e http://msdn.microsoft.com/library/
default.asp?url=/library/en-us/winui/
winui/windowsuserinterface/resources/
strings/stringreference/stringfunctions/
stringcchcopyn.asp?

*  http://msdn.microsoft.com/library/
default.asp?url=/library/en-us/winui/
winui/windowsuserinterface/resources/
strings/stringreference/stringfunctions/
stringcchcopy.asp®

e http://msdn.microsoft.com/library/
default.asp?url=/library/en-us/winui/
winui/windowsuserinterface/resources/
strings/stringreference/stringfunctions/
stringcchgets.asp®

e http://msdn.microsoft.com/library/
default.asp?url=/library/en-us/winui/
winui/windowsuserinterface/resources/
strings/stringreference/stringfunctions/
stringcchprintf.asp’

*  http://msdn.microsoft.com/library/
default.asp?url=/library/en-us/winui/
winui/windowsuserinterface/resources/
strings/stringreference/stringfunctions/
stringcchvprintf.asp®
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Recommended Resour ce

Discriminant Set Operating System +  Windows
L anguages - C
e C++
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